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Information Security Policy of the
Instituto Nacional de Estatistica, I.P.

Introduction

Statistics Portugal
undertakes to:

The Information Security Policy of Statistics Portugal establishes the general
principles to be applied by Statistics Portugal to the assets? managed under
the SGSI (Information Security Management System), following ISO/IEC
27001:2013, ISO/IEC 27701:2019 (Management of Private Information),
the applicable legislation and regulations and the recommendations of the

5SS (European Statistical System) and EUROSTAT, specific on information
security.

When establishing the SGSI, the Administration Board of Statistics Portugal
assumes this policy, the commitments defined therein, the integration of
the SGSI requirements in the organisation's processes and ensures that
the necessary resources for its implementation are available. It has the
responsibility towards the interested parties? to act appropriately regarding
information security management, as well as to monitor and assess the
implementation of the SGSI.

This policy is aligned with the Quality Charter of Statistics Portugal, the
General Guidelines of Official Statistical Activity, the European Statistics
Code of Practice (principles 2, 5 and 9) and other related documents.

Whenever it refers to information security management, in the context of
Statistics Portugal's SGSI, it should be considered that it also covers the
management of private information in alignment with ISO/IEC 27701:2019
(Management of Private Information).

/I Comply with legal requirements and other relevant national, European

(namely ESS) and international standards on information security;

/l Ensure the confidentiality, integrity and availability of information in its
processes;

/I Ensure effective communication of information security policies and
procedures;

/I Implement a continuous process of information security awareness-raising
and training;

/I Demonstrate to be a secure organisation with regard to information security.



https://ec.europa.eu/eurostat/web/ess
https://ec.europa.eu/eurostat
https://www.ine.pt/xportal/xmain?xpid=INE&xpgid=ine_inst_codconduta&xlang=en
https://www.ine.pt/xportal/xmain?xpid=INE&xpgid=ine_inst_codconduta&xlang=en
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Scope

Value of Information

The Information Security Policy of Statistics Portugal is aimed at all
stakeholders.

All stakeholders must know and act in accordance with the Information
Security Policy of Statistics Portugal and with the other documents related
to Information Security, as applicable and appropriate.

All stakeholders covered by the SGSI who deliberately breach this or other
policies are subject to sanctions and other actions, up to and including
termination of contract and/or reporting to the police or judicial authorities
for criminal offences.

Information may take various forms (printed or written on paper, stored
electronically, transmitted by mail or electronic means, among others), and
must be adequately protected, regardless of its medium, use or support.
Information security should be adjusted to its importance and value.

Access to information is vital to the functioning of Statistics Portugal,
depending on the availability of information systems and infrastructures.
Security in the processing and transmission of information is thus
fundamental to the efficiency of the process of producing official statistics.

Any interruption of service, leak of information to unauthorised entities
or unauthorised modification of data may lead to a loss of trust and/or
breach legal and contractual obligations towards citizens and companies.

It is the responsibility of all stakeholders to proactively contribute to
information security.

Additionally, it should be noted that EUROSTAT depends on the correct
and expected functioning of the information and communication systems
of the Member States' Statistical Authorities in order to achieve its
objectives on information security. However, this is only possible with the
continuous identification of the risks to which the assets, namely under
the responsibility of Statistics Portugal, are exposed, and by implementing
security controls and mechanisms aimed at their correct and controlled use.
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Importance of Information
Security

Guidelines for Information
Security Management

The information managed by Statistics Portugal, its support processes,
systems, applications and networks are valuable assets to society. The
guarantee of confidentiality, integrity and/or availability of information
ensures the credibility of the services provided by Statistics Portugal.

Information security shall therefore be applied in all phases of the life cycle
of the activities pursued by Statistics Portugal. The information security
control of the insertion / collection, processing, storage, transfer, relationship,
search and destruction operations of information is as important as or
more important than the functionality of an information system. Thus,
the permanent and balanced maintenance of a high level of quality and
security must be ensured, preventing the materialisation of inherent risks
in order to mitigate/limit the potential damage caused by the exploitation
of vulnerabilities and information security incidents.

Information security threats are constantly evolving, which implies the
continuous adaptation of information security measures to keep up with
technological and legislative or regulatory changes. Information security
measures shall be technically and economically feasible and shall not limit
the productivity and efficiency of Statistics Portugal.

/| People management: the Information Security Policy is applicable to
all users of Statistics Portugal, and shall be applied across the board in
all organisational units, with specific responsibilities being established for
certain functions;

// Risk management: all systems (existing or planned) must have an
information security level appropriate to the risk to be assumed by Statistics
Portugal;

// Definition of responsibilities: Statistics Portugal is responsible for the
quality, accesses, use and safeguarding of the information contained in the




Information Security
Management System Model
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systems. Statistics Portugal shall define the standards and procedures
that implement the information security levels defined by the entities that
own the information and monitor their effectiveness;

// Information security policies: there should be detailed information
security policies applicable to all information systems, regardless of their
environment;

// Information security procedures: there should be procedures as
detailed as possible defining "what" and "how" to achieve the desired level
of information security, as well as defining the level of human involvement
in information systems maintenance;

/| Traceability of information systems: operations on information
systems should be properly documented, ensuring that at any time it is
possible to ascertain "who" and "when" did "what";

// Monitoring of controls: the implementation of controls that address
the risks to which the business is exposed can only be effective if there is
adequate monitoring of the controls, in order to assess if they are adjusted
to the defined objectives. Timely response actions must also be defined
in the event of non-operational controls.

The SGSI model of Statistics Portugal is based on three vectors:

// Confidentiality: guarantee that the information is accessible only to
users® and external entities® duly authorised for that purpose;

// Integrity: safeqguard the accuracy of information and processing methods;

// Availability: guarantee that authorised users have access to the
information whenever necessary.

All information security mechanisms existing in Statistics Portugal aim at
the confidentiality, integrity and/or availability of information, and shall be
regulated by a normative body consisting of detailed information security
policies, processes and procedures, structured as follows:
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The detailed policies and procedures of the SGSI are as follows

Information
Security

Policy

Detailed

Information

Security Policies

Processes and Procedures

1. Access control

2. Statistical confidentiality (public)
Detailed Information 3. Confidentiality classification of information
Security Policies ®

4. Physical and environmental safety

5. Backups

6. Transfer of information

7. Malware protection

8. Event or incident management

9. Cryptographic controls

10.Communications security

11 .Privacy and protection of personal data (public)

12.Safe development



https://iso27001.ine.pt/doku.php?id=politicas:controlo_acessos
https://www.ine.pt/xportal/xmain?xpid=INE&xpgid=ine_inst_confestatistica&xlang=en
https://iso27001.ine.pt/doku.php?id=politicas:classificacao_informacao
https://iso27001.ine.pt/doku.php?id=politicas:seguranca_fisica_ambiental
https://iso27001.ine.pt/doku.php?id=politicas:backups
https://iso27001.ine.pt/doku.php?id=politicas:transferencia_informacao
https://iso27001.ine.pt/doku.php?id=politicas:malware
https://iso27001.ine.pt/doku.php?id=politicas:gestao_eventos_incidentes
https://iso27001.ine.pt/doku.php?id=politicas:controlos_criptograficos
https://iso27001.ine.pt/doku.php?id=politicas:seguranca_comunicacoes
https://www.ine.pt/xportal/xmain?xpid=INE&xpgid=ine_inst_pppdpessoais&xlang=en
https://iso27001.ine.pt/doku.php?id=politicas:desenvolvimento_seguro
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Procedures

13.Software management

14.Amendment control

15.Relations with suppliers

16.Acceptable use of assets

17.Use of removable data devices

18.Clean desk and screen

19.Mobile devices and teleworking

20.Project management

21.Acceptable use of communication and collaboration platforms

1.Risk and opportunity management

2. Capacity management

3. Continuity management

4.Non-compliances and corrective actions

5. Documentary control

6. Internal Audits

7. Operations

8. Management Review

9. Procedure for disposal and reuse of data media and equipment



https://iso27001.ine.pt/doku.php?id=politicas:gestao_software
https://iso27001.ine.pt/doku.php?id=politicas:controlo_alteracoes
https://iso27001.ine.pt/doku.php?id=politicas:politica_relacoes_fornecedores
https://iso27001.ine.pt/doku.php?id=politicas:uso_aceitavel_ativos
https://iso27001.ine.pt/doku.php?id=politicas:uso_dispositivos_amoviveis_dados
https://iso27001.ine.pt/doku.php?id=politicas:secretaria_ecra_limpo
https://iso27001.ine.pt/doku.php?id=politicas:moveis_teletrabalho
https://iso27001.ine.pt/doku.php?id=politicas:politica_seguranca_informacao_gestao_projetos
https://iso27001.ine.pt/doku.php?id=politicas:plataformas_de_comunicacao_e_colaboracao
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_gestao_risco_oportunidades
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_gestao_capacidade
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_gestao_continuidade
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_conformidades_corretivas
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_controlo_documental
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_auditorias
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_operacoes
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_revisao_gestao
https://iso27001.ine.pt/doku.php?id=procedimentos:procedimento_de_eliminacao_equipamentos
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The organisation of information security aims at establishing, implementing,
maintaining and continuously improving the SGSI in the context of the
organisation and specifies the requirements for the assessment and
processing of information security risks according to the needs of Statistics
Portugal.

The SGSI’'s management structure is made up of:

// The Administration Board, which is responsible for monitoring and assessing
the implementation of the SGSI;

/I The Information Security Officer of Statistics Portugal, which is responsible
for managing the SGSI;

/l The Data Protection Officer which actively participates in the development
of the SGSI, especially in the and on
issues with implications on personal data protection;

// The Information Security Team of the Technological Infrastructure and
Information Security Service of the Methodology and Information Systems
Department is responsible forimplementing information security mechanisms;

// The heads of the organic units and/or other employees who act as facilitators
in all organic units of Statistics Portugal.


https://www.ine.pt/xportal/xmain?xpid=INE&xpgid=ine_inst_pppdpessoais&xlang=en
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Maintenance and
communication of
information security policies
and procedures

Information security policies and procedures shall be known to all
stakeholders within their scope of application, and effective communication
of the policies and procedures shall be ensured so that stakeholders are
aware of their individual obligations in relation to information security.

Information security policies and procedures are regularly revised, ensuring
that they remain relevant and appropriate.

The SGSI is subject to assessment audits:

// By independent audit entities in the "ESS® IT Security Framework", in
the international trade statistics (MDE - Micro-Data Exchange Intra-EU
and CDE - Customs Data Exchange Extra-EU) processes.

// By an ISO/IEC 27006 accredited entity, in the processes of international
trade statistics - intra and extra; and in the reception and processing of
registration, fiscal and customs information from the Tax and Customs
Authority (AT) for statistical purposes, under the Collaboration Protocol
between Statistics Portugal and AT.

1 An asset is any component that supports one or more business processes within the scope of information security (example: data,

hardware, software, datacenter, vault).

2 Stakeholders correspond to all elements (e.g. citizens, companies, public and private entities) that somehow affect or are affected by the

organisation.

3) Users are understood to be employees and staff of Statistics Portugal.
4 Example: EUROSTAT, Bank of Portugal, entities with delegated powers of INE, I.P.
5) Its detail is justified by the procedural aspects of making the policies operational.
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contacts

Headquarters | Av. Anténio José de Almeida 1000-043 LISBOA
General Telephone +351 218 426 100* E-mail:ine@ine.pt

User Support | Dissemination Service
Telephone: + 351 218 440 695*
E-mail:info@ine.pt

Support Centre in Portugal for
European Statistics
Telephone: + 351 218 440 447*
E-mail:ESDS@ine.pt

Opening hours: 9 A.M. -5 P.M.,
on working days

Assistance to Journalists | Communication
and Image Servive

Direct Telephone: +351 218 426 110*
General Telephone: + 351 218 426 100*
(ext:1248/1473)

E-mail:sci@ine.pt

Opening hours: 9:30 A.M. - 6:30 P.M.,
on working days

Library | Headquarters
Email: biblioteca@ine.pt

Opening hours: 9 A.M. - 12:30 P.M. /2 P.M.-5 P.M,,

on working days

Support to respondents (companies/
organisations or households) | Data
Collection Department

Telephone +351 218 426 307*

E-mail: webing@ine.pt

Opening hours: 9A.M. to 5 P.M.,
on working days.

Porto Delegation | Edificio Scala

Rua do Vilar, 235 - 4050-626 Porto
General Telephone: + 351 226 072 000*
E-mail: dp@ine.pt

Library opening hours: 9 A.M. - 12:30 P.M. /
2 P.M.-5P.M., on working days

Coimbra Delegation | Rua Aires de
Campos, Casa das Andorinhas
3000-014 COIMBRA

General Telephone + 351 239 790 400*
E-mail: dc@ine.pt

Library opening hours:
9AM.-12:30P.M./2P.M.-5P.M,,
on working days

Evora Delegation | Rua Miguel
Bombarda, 36

7000-919 EVORA

General Telephone + 351 266 757 700*
E-mail: de@ine.pt

Library opening hours:
9AM.-12:30P.M./2P.M.-5P.M,,
on working days

Faro Delegation | Rua Candido
Guerreiro, 43-3°Fte

8000-318 FARO

General Telephone:+ 351 289 887 800*
E-mail: df@ine.pt

Library opening hours:
9AM.-12:30P.M./2P.M.-5P.M,,
on working days

Regional Statistical Service of

the Azores| Rua da Rocha, 26
9700-169 ANGRA DO HEROISMO
General Telephone +351 295 204 020*
E-mail: srea@azores.gov.pt

Regional Directorate of Statistics

of Madeira | Calgada de Santa Clara, 38
9004-545 FUNCHAL

General Telephone +351 291 720 060*

E-mail: drem@ine.pt

* Call to national fixed network



